Electronic Toll Collection Night Vision Active Cabin Noise Suppression  Cabin Environment Controls  Security System Digital Turn Signals ~ Remote Keyless
Entry

Driver Alertness Monitor ~ Voice/Data Communications Entertainment System

Instrument Cluster

Head-Up Display Accident Recorder Navigation System _ Selr Rl

System
Wiper Control Event Data Recorder "
Airbag Deployment Auto Dimming Mirror

Electric Motor Management Parental

Battery Management Controls

Adaptive Front
Lighting

Project Lion Cage: “
Sikkerhetsdilemmaer ved pro
Styrt e kj (Z)]f et ¢ Tor Indstay — VP of Risk Management and Threat Intelligence, Telenor Group / - .

Arild Tjomsland — Special Advisor TTO, University of Southeast Norway
—— Electric Power Steering

Tire P Monitori
ire Pressure Monitoring |IIF""!'I|

Lane Departure Warning
Active Vibration Control

Active Yaw Hill-Hold Control

Electronic Stability Control

Seat Position Control The L.On C e PrO.eCt
! : 1 d
Anti Lock Braking Blind Spot Detection Regenerative Braking g J

Adaptive Cruise CO
Automatic Braking (Brake=t



Forerassistentsystemer Camera (panorama)

- Drive-by-wire, steer-by-wire e\ Radar + camera (panorama)

« Kameraer, radarer, sensorer

mera ‘ \

- Skytjenester for nawgasjon O A\ \ S\ Camera
talestyring A _

i pattiormer e Interior camera
typegodkjenning blir A

tillitsbasert ‘I'"v:‘;_ _ Interior microphone

Utstrakt bruk av skytjenester
(delt mellom produsenter) for:

« Navigasjon
« Prosessering av talestyring

« OTA-plattformer for
programvareoppdateringer

Med OTA blir typegodkjenning
tillitsbasert

Cybersikkerhet for SDV-er er
en prosess-sertifisering, uten
testing av selve resultatet
SDV-er er avhengige av
produsenten for oppdateringer
gjennom hele levetiden

Radar era Radar

Came TLP:CLEAR

Grensesnitt:

Wi-Fi, mobilnett
Bluetooth

Ladeport

Radio 315/433MHz
Smartngkkel/NFC,
SOS-system
GPS/GNSS
CAN/OBD2
Mobilapp

Fysisk tilgang

B a8 2 2




AWS Cloud

aws
-

private CA

registration

of private
CA

AWS loT
FleetWise

Amazon Route 53
geolocation routing

provisioning  activated certificate vehicle lookup subscription lookup

—

AWS Lambda
Just-in-time

global device provisioning

—

Amazon
DynamoDB

device
location

vehicle onboarding and registration

Amazon

loT thing, policy, DynamoDB

advanced vehicle data collection

data campaign

mTLS

—>
data payload

Amazon Amazon

—E—E -

Amazon
DynamoDB

consumer connected services

AWS Amazon AWS
AppSync  Cognito  Amplify

Management

fleet indexing fleet indexing topic

“ Timestream —> Sagemaker
Amazon
T
Amazon S3 Quicksight
Core f—
remote commands
l_> N &,
AWS loT AWS Lar'nl)da Amazon DynamoDB
device shadow sync vehicle state vehicle state
OTA management
=
-
IS —
loT device 10T jobs topic Amazon S3
jobs reserved topic software artifact store |
&)
o
AWS loT vehicle lifecycle management
Device

-

reserved topic

AWS Lambda
sync vehicle state

H
Amazon DynamoDB
vehicle state

vehicle management

Amazon Amazon
Cognito CloudFront

AWS

AppSync

O

analytics and visualization

Amazon Amazon
Managed Quicksight
Grafana

data subscription services

—=
vehicle
management
platform

OEM engineer,
data scientist

Amazon Managed Amazon API
Streaming for Gateway
Apache Kafka

fleet aggregators,
third party
applications,
external users

vehicle gateway

AWS loT FleetWise
Edge Agent

2

CAN CAN-FD OBDIl

ECUs

:
~____— TLP:CLEAR

companion
application

Utfordringer:
« Sarbarhet for hacking

« Datainnsamling for
samfunnsmodellering og Al

 Trafikksikkerhet og personlig
sikkerhet

« Ansvarsproblemer — hgy
kompleksitet

Nasjonal sikkerhet




i Reuters World v Business v Markets\  Sustainability v More v

Norway says cyber attack on parliament
carried out from China

By Nora Buli

July 19, 202110:48 PM GMT+2 - Updated July 19, 2021

T TEW OWWW Www e

e e wew
ot e

{ lat: 53.531474
lon: 10.371352

‘No limits’ to
Russia-China ties

Volkswagen data breach raises important questions about how much information carmakers are collecting. Foto: [M] DER SPIEGEL; Fotos: Paul Langrock, Thomas
Starck / AUTO BILD, picture alliance / dpa / Audi AG

We Know Where You Parked

Massive Data Breach at VW Raises Questions
about Vehicle Privacy

. Reuters World v Business vV Markets vV Sustainability v Legal v  More Vv

Tesla workers shared sensitive images
recorded by customer cars

By Steve Stecklow, Waylon Cunningham and Hyunjoo Jin

April 6, 2023 11:47 PM GMT+2 - Updated 2 years ago

(i ‘ ﬁ//
NIO ES8 for Oslo Taxi — ‘et NIO ES8 i bruk i selvkjgrende
kjempekupp!’ pilot i Groruddalen, Oslo

TLP:CLEAR




Teknisk

‘Ere har kjart kinesiske elbiler

Sikkerhetsvurdering Og .nmet fell g malsugnee den gir.
rlslkoanalyse av Tor sm ' ‘

SINIO ES8

TLP:CLEAR




Del 1

Tactics,
Motivation Techniques, and
(Intent) Procedures
(TTP)

Risikopkosystemet — Tors NIO ES8 e |

» Spektrumanalyse

* Bluetooth-sniffing

 Avlytting/oppsnapning av sender i bilen

+ GPS-analyse

» Pentesting

* OSINT, inkludert:Patentanalyse / giennomgang
av patenter

+ Kinesiske forum og meldingsplattformer

Inspirert av:

—

Vulner-

abilities

Leads to

\ 4

Seek to Suppliers,
explont INCEIERE Sy integrators
and ISP
! |
People,
7" p[;’gﬁzsnif’ * Controls
data

Procedures

https://www.linkedin.com/pulse/risk-ecosystem-interaction-risks-threats-vulnerabilities-/

TLP:CLEAR




Scenariobasert tilnaerming

Scenario 1 — Trafikal sabotasje T TE——

Xiaobo awarded peace
prize

L b Forsvarets forum

John Deere Tractors Stolen by Russia [JJ'/ AN
Uk aine Remotely Dlsabled ,ﬁ»"

-right-to-repair technolo od

stbppet '

4 B ign Ja— - e ; m Nyhetssa

\
/ It Kjedekollisjon pa E6 ved
® STORTINGET: Volodymyr Zelenskyj ankommer : ~ Lillestrem skaper trafikale

B co Ronais Ci arets forn problemer

I AP Images

Kan bilen til Tor brukes til trafikal sabotasje”




Funn: Bilen «skravler» kontinuerlig

Datapakker gar kontinuerlig inn og 70% av pakkene er kryptert, utstrakt bruk
ut av bilen. Selv nar bilen av ukjente protokoller

tilsynelatende er ‘skrudd av’. Det er
liten til iIngen variasjon gjennom dggnet
eller mellom geografiske omrader.

TLP:CLEAR



Funn: 90% av datapakkene gar til og fra Kina

Eksempler pa iy
URL’er: 163.com B
China Network
Communication
Group (CNNIC),

baidu.com,

BTy

s Dnving ﬂssstance system data
el Syﬁ;grh«clﬁd opplucoﬂon logs

: , g e
= Tor s . LegCll 30515 8
{ :melv qwen consent

A datapakker SR oo

Sina.com
sendes hittil =~ N”;‘;“;’f:upé siteswin et iro
i gt lysis in
Beijing... e gegi‘::op::“tizifb’i?ﬁ@‘"“’ 3

TLP:CLEAR



Funn: Spor etter to-veis kommunikasjon til
den kinesiske GPS ekvivalenten

A Radio Determination Satellite Service (RDSS) that not only allows

. . . . he user to navigate but also communic s the very service itself
BeiDou (kinesiske GPS systemet) er to-veis. e e

is two-way between the user and the satellite(s) it is navigating via.

Search NDU Press

Q

2% NATIONAL DEFENSE UNIVERSITY
@ PRESS .
\;j THE PREM O X
This uplink provision can be used to allow a user to send messages P T e roncs Pl e e AT T N on ey A AT

to orbiting satellites as well for purely communications purposes. CoNTAGT
1575.42MHz, 1191.79MHz, 1268.52MHz og

Interestingly, the Chinese BeiDou system is capable of RDSS which

means it’s a full blown two way communications system with a
2492.028MHz

global reach.

NEWS | April 14, 2022

BeiDou: China’s GPS Challenger
Takes Its Place on the World
Stage

By David H. Millner, Stephen Maksim, and Marissa Huhmann

Joint Force Quarterly 105
Download PDF

Commander David H. Millner, USN, is the Senior U.S. Defense Official

) PR200
Date: 2024-08-13 14:30:43
Screenshot saved. x 63

1 20 kHZ FM AVg 0 dB @ hen Maksim, USSF, is Chief of the Engineering
S Air Force Nu: We nter. ant
98 500000 M H Z Commander Marissa Huhmann, USN, is currently serving n Assistant
.

Public Affairs Officer at U.S. Pacific Fleet.

500 MHz 100 kHz 75G
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Hack #1: FOTA

-~ B
A . y
= . - h v g

port_log:txt .
ves Ll 71,04 1 /.99 UUZOD KEYISLEN IV, ISVAIUY Uy =
e o e

10241227 11:54:17.939 00265 ;
2024-12-27 11:54:17.955 00265 PostsonRequest fioh
20241227 11:54:17.968 00265 PostJsonRequest: {

.
-~

“oem’.
“m\m’ﬂﬂf,

*device =
o “v9 0.9_currencyip”,

*sdkversion’.

Yo asar 6T
WMM
00002 Netutils: network is not available
Gneck version alarm SATLEX G STy CHA

54:21.566
55?5 00002 Upgraden::élveﬂ aetk‘m android.net.conn. “
= 058 %ﬁgpommeﬁ "umm'w o&smwm
net! ,@m.mm.mm:awmw e

TLP:AMBER e



Hack #1: FOTA oppdateringer er sarbare

Car company

100 rows in set (0.79 sec)

. , . A S QLR
@) W © | MysQL [iot_register]> SELECT COUNT(DISTI
<)_AS unique_norway FROM device_info WH
MySQ SELECT table_name ¥ E
»t" ORDER BY (data unique_norway o M y ! ()f/é:]‘u(
794
W
)t
1 row in set min 0 sec
SQL t ister] [l

-> | unique_device_count | s

—————————————————————— T O BARE

116801418 |
—————————————————————— +country_el

TLP:AMBER



Konklusjon

ST RICTaRe (VI CIR{I Nar angrepssiden vinner,

strategisk risikovurdering av scenario om trafikal sabotasje

sabotasje?
e e = = = T 5 =N

Ja. | — —

Tine B Offensive C:
%
Tacics.
Motivation Techniques, and
P
O | N
av a e n N
g s is A
and ISP
| o - 50%
>, —
Vulner-
: = abi ecn s
= " 25%
] . ———
I er et er UI l er e - =
0%
o & &
o & o o
¥’ o & .
N o e
R 9

-apal
o

bility score [l Defensive Capability score
o~ o oy S o~
N I
o
N 5\ 8% oo 3
P 5o
o et
n © v
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Scenariobasert tilnaerming

Scenarlo 2 — Bil som del av overvaking

Mest sannsynlige mal:

» Kinesiske borgere: dissidenter,
studenter, forskere

e — « Ansatte hos underleverandegrer i kritiske

" : > industrier og kritisk infrastruktur

< « Norske POl-er (persons of interest) med

* NIO ES8 ID98766 12:06:21 : . L
innflytelse pa forholdet til Kina

MG ZF 1D5543466 12:05:10
ERVeeltelle g tacLRPRL R Kan bilen til Tor fungere som én overvakingsplattform

| et starre nettverk?




Kamera— ansikts- og skiltgjenkjenning

7x8MP kamera —
NIO skriver: Kan
Kjienne igjen et
menneske pa 223m

® amp

Camera Guidelines for Face Recognition

Match Camera Minimum Pixels on Pixels per Pixels per
Confidence Resolution Face Meter Foot

High All resolutions 80 457 137
Medium 6 MP or lower 50 286 86

8 MP 60 343

TLP:CLEAR



DL

1n

...4
!
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Faii
|
OJ)

(TSA) av Busser fra
Yuton =

-

0

~ sikkerhetsvurder
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l Tactics,
Motivation Techniques, and

Procedures
(Intent) (TTP)

Risikopkosystemet for Yutong og VDL buss Hve use_|

\ 4

Seek to Suppliers,
exploit LCEIENE ey integrators
h and ISP
! |
Vul People
ulner- processes L
_— —_— ) < <
abilities tech and Controls
data
Leads to Procedures

Inspired by:
https://www.linkedin.com/pulse/risk-ecosystem-interaction-risks-threats-vulnerabilities-/ TLP . C LEAR




Alle busser elektriske innen 2030 — 80 % kinesiske.

» 660 kinesiske busser i Norge (2025)
« 1200 flere pa vei

Aftenposten &
< After

Sylvi Listhaug (Frp) vil ta grep:
https://www.aftenposten.no/stories/1331067?
playlistld=Tstpy7POVfO3Eu8vNwfLIWf8

Mener Kina kan styre
bussene med av/pa-knapp

Scenario 1:
Kill Switch

Trafikal sabotasije, eller
trussel om sabotasje
brukt som pressmiddel

Scenario 2:
Lutvann

Rullende overvaking

TLP:CLEAR

16:18

Her kjgrer en kinesisk
elbuss inn til E-
tjenestens
hovedkvarter

orsvaret har fatt
mmelige Lutvann




e ¥4

Yutong — 2025 model og VDL — 2022

oS 24

Kan VDL og/eller Yutong bussen bli brukt til
Kill Switch scenarioet, eller Lutvann
scenarioet?




og Yutong — 2025 model

o

Interigr kamerasystem Internett
Interigrovervakings = <

funksjonaliteten er p ;
online, til ConnectBus- [\][ ]l } i:”] [ ]l

=

partner i Sverige.

]
©

TLP:CLEAR




og Yutong — 2025 model

Eksterigr kamerasystem

N T
—© ©
Eksterigrovervakings-funksjonaliteten er isolert. Lutvann-

scenarioet, nar det gjelder bilder eller video, er ikke mulig med
denne bussen.

TLP:CLEAR



Batteri CANbus

Kritisk funksjonalitet P
isolert , : f - BA
f

Kill Switch ikke mulig

Eksterigrkamera
isolert — ingen Lutvann

Kjgling og motor

TLP:CLEAR



Yutong — 2025 model

Kritisk funksjonalitet . ) I

efonnrfe . ’f - ___.;\
gumsuv;gch scenariet L i é J|_||_|[ H ]{%}}%}l
@ =

+ design er relativt enkelt, lite systemintegrasjoner

TLP:CLEAR



Yutong — 2025 model

Kritisk funksjonalitet er
online.

Eksterigrkamera er isolert
Produsenten har tilgang til
interne systemer. — Kill
Switch-scenarioet er
derfor mulig med denne

—

bussen.

Eksisterende systemdesign
er fortsatt enkelt, med lav
grad av systemintegrasjon.

TLP:CLEAR




Hack #1: FOTA oppdateringer er sarbare

Car company

100 rows in set (0.79 sec)

. , . A S QLR
@) W © | MysQL [iot_register]> SELECT COUNT(DISTI
<)_AS unique_norway FROM device_info WH
MySQ SELECT table_name ¥ E
»t" ORDER BY (data unique_norway o M y ! ()f/é:]‘u(
794
W
)t
1 row in set min 0 sec
SQL t ister] [l

-> | unique_device_count | s

—————————————————————— T O BARE

116801418 |
—————————————————————— +country_el

TLP:AMBER



Hack #1: FOTA oppdateringer er sarbare

Car company

A S S

3 ) &
O L&k 7
2 IE- KR

Security

of BAIRZ

TLP:AMBER



More about the BYD’s “God’s Eye” driving
assistance system

sser = droner

BYD officials revealed that the “God's Eye" ADAS system has three intelligent driving
classifications. The entry-level system is called “God's Eye C". It relies on a three-
camera cluster sitting behind the windshield. As the entry-level tier ADAS system, the
“God's Eye C" will be adopted by cars under the BYD brand. This perception system
will be powered by the DiPilot 100 system with a peak computing power of 100 TOPS.

BYD next gen:

4 surround view
5 mm wave radar
12 ultrasonic radar

N\

12 cameras | ( = -
3 front-view JL J| | \'«.\41’
7\ {[SHH |

5 panorama — T
P /A///_\.\\\\ LA L

ystemer, inkludert
ar legges i smarte

Other hardware elements of the “God's Eye C" include 12 cameras, 5 mm-wave
radars, and 12 ultrasonic radars. Those 12 cameras consist of 3 front-view cameras, 5
panoramic cameras, and 4 surround-view cameras. Five mm-wave radars provide

360-degree non-dead angle perception, the front radar has a detection distance of
300 meters. The accuracy of the 12 ultrasonic radar sensors is 1 cm, and the parking

accuracy is 2 cm



Tor Indstey — VP of Risk Management and Threat Intelligence at Telenor Group
tor.indstoy@telenor.com

Arild Tjomsland — Special Advisor TTO at the University of Southeast Norway
arild.tjomsland@usn.no

All technical details at Lion Cage on LinkedIn



https://www.linkedin.com/pulse/project-lion-cage-part-1-tor-indst%C3%B8y/?trackingId=KVpfy4rcTi63YWKKxb3ABA%3D%3D
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